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Detection of harmful social bots
[dentification of harmful communication patterns
Conversational screen readers

Domain-specific content extraction



(Social) Bot = algorithmically driven entity that behaves like a human
N online communications



Empirical study shows: bots may cause harm to humans
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F. Daniel, C. Cappiello, B. Benatallah. Bots Acting Like Humans: Understanding and Preventing Harm. IEEE Internet Computing,
2019, accepted for publication. https://ieeexplore.ieee.org/document/8611348




Detection of harmful social bots
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How do we
identify and
classify bots
according to the
harm they may
cause?



What has been done so far?



Not Safe For Work

Profile picture stolen from
existing people (usually women)

Personalized profile preferences
aimed at emulating actual users

Catchy profile
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redirect users
to untrusted URLs

Lorenzo Cannone, Matteo Di Pierro. Detection and Classification of Harmful Bots in Human-Bot Interactions on Twitter.
MSc Thesis, Politecnico di Milano, December 2018.



News-Spreader

Propagandistic profile
picture and tile
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Lots of (political) news
retweeting

Lorenzo Cannone, Matteo Di Pierro. Detection and Classification of Harmful Bots in Human-Bot Interactions on Twitter.
MSc Thesis, Politecnico di Milano, December 2018.



Spam-Bot

Profile tile with catchy
messages

Profile picture with
corporate logo
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Repetitive tweets aimed at
spamming URLs

Lorenzo Cannone, Matteo Di Pierro. Detection and Classification of Harmful Bots in Human-Bot Interactions on Twitter.
MSc Thesis, Politecnico di Milano, December 2018.



Fake-Follower

Optional profile picture Poor profile
(usually missing) customization

Low number of content posting (usually null)
Following as main interaction

Poor
description
(usually

empty)
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Optional (re)tweeting
activity

Lorenzo Cannone, Matteo Di Pierro. Detection and Classification of Harmful Bots in Human-Bot Interactions on Twitter.
MSc Thesis, Politecnico di Milano, December 2018.
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Thesis ingredients

Bot-or-not classifier

Creation of
datasets

t

BINARY DATASET MULTI-CLASS DATASET

i User features
11 user meta-data + verified mark
Tweet features
Descriptive: 17 meta-data
Intrinsic: tweet_intradistance

. \
url_entropy

Extrinsic: bot_score + gen_score

Image: nsfw_profile )

+

34 features 37 features
2 2

SERVER

Feature selection and engineering

Can we add more types of harm?
How to train classes as users use BotBuster?




[dentification of harmful communication patterns

Bot code repositories
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Which potential harms can we identify
inside the code of the bots?



Harmful code
patterns

Twitter

Python

Next: patterns search
engine + web site for
users

What else can we
learn from the code of
bots? Is it possible to
trace back from
messages to code?

Andrea Millimaggi and Florian Daniel. On Social
Bots Behaving Badly: Empirical Study of Code
Patterns on GitHub. Submitted for publication to
ICWE 2019, under review.
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Pattern
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Follow

Like

Tweet

Mention

Retweet

Talk to

Pause

Store

Indiscriminate follow
Whitelist-based follow
Blacklist-based follow
Phantom follow

Indiscriminate like
Whitelist-based like
Blacklist-based like
Mass like

Fixed-content tweet
Al-generated tweet
Trusted source tweet

Indiscriminate mention
Opt-in mention
Targeted mention
Whitelist-based mention
Blacklist-based mention

Indiscriminate retweet
Whitelist-based retweet
Blacklist-based retweet
Mass retweet

Indiscriminate talk
Fixed-content talk
Al-generated talk
Talk with opt-in
Targeted talk

Mimic human
Satisfy API contraints

Store persistently
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Conversational screen readers
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Google Assistant

Can we extract conversational knowledge from webpages?
What about “talking” to websites?



Domain-specific content extraction

ALL-GRAIN

Batch sixe: S gallons (19 bters)
Brewhouse efficiency: 72%
00:1.054

FG&:0

IBUs: 25

ABV: 7% A8V

MALT/GRAIN BILL

815 Pilsner malt
115 flaked com
115 flaked rice

A7 oz Mosaic [12.25% AA] at 15 minutes
2.5 oz Mosaic [12.25% AA] at Whiripool
7.5 oz Mosaic [12.25% AA] at Dry Hop

Neuteal Al yoast
65 ml Amyloglocosidase

Social Kitchen and Brewery's brewmaster Kim Sturdavant says: *1 would encourage folks 10 add §
shoot for a mash temp of 143 - 1446 to not denature the enzyme. The equivalent of 20mis / 100
the enzyme 1/3 of the way into mashing 10 ensure the mash isn't too hot 10 denature the encyma
mash have an hour-long rest to let the enazyme do its work®

“The other option would be %o add the enzyme to the kettle while lautering. then hold off on heating the kettle until all weort
is in and has 30 minutes of contact with the enzyme at arcund 145 degrees (lower would be fine, too) *

I know a lot of homebrewers just throw grain on top of all their mash water, 30 this option makes more sense 10 them, |
preferred not 10 mash this way, when | was a homebrewee., | think the comversion temp s mone consistent adding grain and
water a1 the same tima, 1 also Ske being able to react to the consmstency 30 | can end wp the thickness | want *

“The encyme will denature in the Boil, but it's already done its work ™

“That would all mesn that the amylo in the fermentation is no longer needed, I'm Snding better results with fermentation

character and hop aromatics By having no enzyme peesent in the fermentation.”

Lastly, 1 is vary important 10 add nutrnt 1o the Boil as well as 1/2 way through fermaentation (with somaething bke BSG's

Startup) since the wort will be almost estieely glucose, thare is Aot & Lot of strition for the yoast

The Grist

The grat described by California brewers is exher entirely pale malt or pale mailt with only the
slightest amaunt of speciaity maits. Do nat indude crystal malts (or dextrine maits) in your
formulation as these add body and sweetness 10 the beer, the oppasite of what you are trying to

achweve. Either US 2.row pale mait, Enghsh 2.row pale

mait, or 3 European Pilsner malt could be

used a5 the base malt. Small amounts of either Munich or Vienna malt could enhance the malt
character without adding body or sweetness. The complex carbohydrates ("dextrins™) in 3l the
maits will be greatly, or entirely, converted to simple sugars, but the malt Savors from the husks of

the kined base malts wil persist

Higher gravity beers are going to be harder to dry out

maore Ekely 1o seem like “rocket fuel® than beer. | would suggest shosting for an OG in the high pale

feel free 1o experiment.

. And, even if you accomplish that, they are x ‘
ale range (SG 1.045-1.060) to low IPA range (5G 1.056-1.0700 However, there are no rulles here, so Homebrew

The Mash

There are several ways to produce highly fermentable
wort that will yield 2 dry beer. A uingle infusion mash
the low end of saccharification range (148-1462 “F/64-
O sy 145150 *F (64-04 *C) will produce a dry beey
Stirring the mash well 3 few times and extending the
mash time to 50 minstes may help a Bit, A step mash
with 3 lengthy rest — 15 minutes to 2 howrs — arcung
140 *F (60 *C) will produce am even érier beer

Tomorrow, 1 descride how 10 use the enryme
amyleglucosidase 10 make 2 bone dry beer.

I you enyoy Beer & Wine Journal plesse congidler

supporting uy by purchasing one of my books, which
include "Morme Beew Recipe Biie,” by Chvis Colby (20
Page Street Publishing) and “Methods of Modern

Homebrewing “ by Cheis Colby (2017, Page Street Pudy
Amazon (Inked) and Barnes and Noble, You can also
cavries them through lndiebound. Kow can 250 suppel
Thak you
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Typical data science steps

Domain understanding

Data collection

Manual inspection of data
Hypotheses formulation

Feature engineering, data labeling

Algorithm engineering (from Al/machine learming
to statistics)

Online tool Validation and hypotheses verification
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Harmful social bots
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