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34
Blockchain technology offers a sizable promise to rethink the way interorganizational business processes35
are managed because of its potential to realize execution without a central party serving as a single point36
of trust (and failure). To stimulate research on this promise and the limits thereof, in this article, we outline37
the challenges and opportunities of blockchain for Business Process Management (BPM). We first reflect how38
blockchains could be used in the context of the established BPM lifecycle and second how they might become39
relevant beyond. We conclude our discourse with a summary of seven research directions for investigating40
the applicatio of blockchain technology in the context of BPM.41

CCS Concepts: • Information systems → Enterprise information systems; Middleware business pro-42
cess managers; • Applied computing → Business process management; • Software and its engineer-43
ing → Software development process management; • Computing methodologies → Modeling and44
simulation;45
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56

1 INTRODUCTION57

Business process management (BPM) is concerned with the design, execution, monitoring, and58
improvement of business processes. Systems that support the enactment and execution of pro-59
cesses have been used extensively by companies to streamline and automate intra organizational60
processes. Yet, for inter organizational processes, challenges of joint design and a lack of mutual61
trust have hampered a broader uptake.62
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Emerging blockchain technology has the potential to drastically change the environment in 63
which interorganizational processes are able to operate. Blockchains offer a way to execute pro- 64
cesses in a trustworthy manner even in a network without any mutual trust between nodes. Key as- 65
pects are specific algorithms that lead to consensus among the nodes and market mechanisms that 66
motivate the nodes to progress the network. Through these capabilities, this technology has the 67
potential to shift the discourse in BPM research about how systems might enable the enactment, 68
execution, monitoring, or improvement of business processes within or across business networks. 69

In this article, we describe what we believe are the main new challenges and opportunities 70
of blockchain technology for BPM. This leads to directions for research activities to investigate 71
both challenges and opportunities. Section 2 provides a background on fundamental concepts of 72
blockchain technology and an illustrative example of how this technology applies to business 73
processes. Section 3 focuses on the impact of blockchains on the traditional BPM lifecycle phases 74
(Dumas et al. 2018). Section 4 goes beyond it and asks which impact blockchains might have on core 75
capability areas of BPM (Rosemann and vom Brocke 2015). Section 5 summarizes this discussion 76
by emphasizing seven future research directions. 77

2 BACKGROUND 78

This section summarizes the essential aspects of blockchain technology and discusses initial re- 79
search efforts at the intersection of BPM and blockchains. 80

2.1 Blockchain Technology 81

In its original form, Blockchain is a distributed database technology that builds on a tamper-proof 82
list of timestamped transaction records. Among other uses, it is employed for cryptocurrencies 83
such as Bitcoin (Nakamoto 2008). Its innovative power stems from allowing parties to transact with 84
others they do not trust over a computer network in which nobody is trusted. This is enabled by a 85
combination of peer-to-peer networks, consensus-making, cryptography, and market mechanisms. 86

Blockchain derives its name from the fact that its essential data structure is a chained list of 87
blocks. This chain of blocks is distributed over a peer-to-peer network, in which every node main- 88
tains the latest version of it. Blocks can contain information about transactions. In this way, we 89
can know, for instance, that a buyer has ordered 200 items of a particular type of material from a 90
vendor at a specific time. When a new block is added to the blockchain, it is signed using crypto- 91
graphic methods. In this way, it can be checked if its content and its signature match. For example, 92
if we take the content c =“Buyer orders 200 items from vendor” and apply a specific hash function 93
h(c ), we get a unique result r . Every block is associated with a hash generated from its content and 94
the hash value of the previous block in the list. Hash values thus uniquely represent not only the 95
transactions within blocks but also the ordering of every block. This mechanism is at the basis of 96
the chain. In case somebody would try to alter a transaction, this would change the hash value of 97
its block and, therefore, break the chain. Since every node can create blocks in a peer-to-peer net- 98
work, there has to be consensus on the new version of the blockchain, including a new block. This 99
is achieved with consensus algorithms that are based on concepts such as proof-of-work or proof- 100
of-stake (Bentov et al. 2016) and, more recently, proof-of-elapsed-time.1 In proof-of-work, miners 101
guess a value for a specific field to fulfill the condition that r must be smaller than a threshold 102
(which is dynamically adjusted by the network based on a predefined protocol). In proof-of-stake, 103
miner selection considers the size of their stake, i.e., amount of cryptocurrency held by them. The 104
rationale is that a high stake is a strong motivation for not cheating: if the miners cheat (and this 105
is detected), the respective cryptocurrency will be devalued. The network protocols and dynamic 106

1Intel: Proof of elapsed time (PoET). Available from http://intelledger.github.io/.
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adjustment of thresholds are designed to avoid network overload. In summary, these foundational107
blockchain concepts support two important notions that are also essential for business processes:108
the blockchain as a (tamper-proof) data structure captures the history and the current state of the109
network and transactions move the system to a new state.110

Blockchain offers an additional concept that is important for business processes, called smart111
contracts (Szabo 1997). Consider again the example of the buyer ordering 200 items from the vendor.112
Business processes are subject to rules on how to respond to specific conditions. If, for instance,113
the vendor does not deliver within two weeks, the buyer might be entitled to receive a penalty114
payment. Such business rules can be expressed by smart contracts. For instance, the Ethereum115
blockchain supports a Turing-complete programming language for smart contracts.2 The code in116
these languages is deterministic and relies on a closed-world assumption: only information that is117
stored on the blockchain is available in the runtime environment. Smart contract code is deployed118
with a specific type of transaction. As with any other blockchain transaction, the deployment of119
smart contract code to the blockchain is immutable. Once deployed, smart contracts offer a way120
to execute code directly on the blockchain network, such as the conditional transfer of money in121
our example if a certain condition is fulfilled.122

By using blockchain technology, untrusted parties can establish trust in the truthful execution123
of the code. Smart contracts can be used to implement business collaborations in general and124
interorganizational business processes in particular. The potential of blockchain-based distributed125
ledgers to enable collaboration in open environments has been successfully tested in diverse fields126
ranging from diamond trading to securities settlement (Walport 2016).127

At this stage, it has to be noted that blockchain technology still faces numerous general tech-128
nological challenges. A mapping study by Yli-Huumo et al. (2016) found that a majority of these129
challenges have not been addressed by the research community, though we note that blockchain130
developer communities actively discuss some of these challenges and suggest a myriad of potential131
solutions.3 Some challenges can be addressed by using private or consortium blockchain instead132
of a fully open network (Mougayar 2016). In general, the technological challenges include the133
following (Swan 2015).134

Throughput in the Ethereum blockchain is currently limited to approximately 15 transac-135
tion inclusions per second (tps). In comparison, transaction volumes for the VISA payment136
network are 2,000 tps, on average, with a tested capacity of up to 50,000 tps. However, the137
experimental Red Belly Blockchain, which particularly caters to private or consortium138
blockchains, has achieved more than 400,000 tps in a lab test.4139
Latency is also an issue. Transaction inclusion in the absence of network congestion takes140
a certain amount of time. In addition, a number of confirmation blocks are typically recom-141
mended to ensure that the transaction does not get removed due to accidental or malicious142
forking. This means that transactions can be seen as committed after 60 minutes on av-143
erage in Bitcoin, or 3 to 10 minutes in Ethereum. Even with improvements of techniques144
such as the lightning network or side chains spawned off from the main chain, blockchains145
are unlikely to achieve latencies as low as centrally controlled systems.146
Size and bandwidth limitations are variations of the throughput issue: if the transaction147
volume of VISA were to be processed by Bitcoin, the full replication of the entire148
blockchain data structure would pose massive problems. Yli-Huumo et al. (2016) quote149
214 PB per year, thus posing a challenge in data storage and bandwidth. Private and150

2https://www.ethereum.org/.
3http://www.the-blockchain.com/2017/01/24/adi-ben-ari-outstanding-challenges-blockchain-technology-2017/.
4http://poseidon.it.usyd.edu.au/∼concurrentsystems/rbbc/.
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consortium chains and concepts such as the lightning network or side chains all aim to 151
address these challenges. In this context, it is worth noting that most everyday users can 152
use wallets instead, which require only small amounts of storage. 153
Usability is limited at this point in terms of both developer support (lack of adequate 154
tooling) and end-user support (hard to use and understand). Recent advances on devel- 155
oper support include efforts by some of the authors toward model-driven development of 156
blockchain applications (García-Bañuelos et al. 2017; Tran et al. 2017; Weber et al. 2016). 157
Security will always pose a challenge on an open network such as a public blockchain. 158
Security is often discussed in terms of the CIA properties (Dhillon and Backhouse 2000). 159
First, confidentiality is per se low in a distributed system that replicates all data over its net- 160
work but can be addressed by targeted encryption (Kosba et al. 2016). Second, integrity is 161
a strong suit of blockchains, though challenges do exist (Eyal and Sirer 2014; Gervais et al. 162
2016). Third, availability can be considered high in terms of reads from blockchain owing 163
to the wide replication but is less favorable in terms of write availability (Weber et al. 164
2017). New attack vectors exist around forking, e.g., through network segregation (Natoli 165
and Gramoli 2017). These are particularly relevant in private or consortium blockchains. 166
Wasted resources, particularly electricity, are owing to the consensus mechanism, in 167
which miners constantly compete in a race to mine the next block for a high reward. In 168
an empirical analysis, Weber et al. (2017) found that about 10% of announced new blocks 169
on the Ethereum network were uncles (forks of length 1). This can be seen as wasteful 170
but is just a small indication of the vast duplication of effort in proof-of-work mechanisms. 171
Longer forks (at most of length 3) were extremely rare; thus, accidental forking seems 172
unlikely in a well-connected network such as the Internet, but could occur if larger na- 173
tions were cut off temporarily or even permanently. Alternatives to the proof-of-work, 174
such as proof-of-stake (Bentov et al. 2016), have been discussed for a while and would be 175
much more efficient. At the time of writing, they remain an unproven but highly interest- 176
ing alternative. Proof-of-work makes very low assumptions in trusting other participants, 177
which is well suited for an open network managing digital assets. Designing more efficient 178
protocols without relaxing these assumptions has proven a challenge. 179
Hard forks are changes to the protocol of a blockchain that enable transactions or blocks 180
previously considered invalid (Decker and Wattenhofer 2013). They essentially change the 181
rules of the game and therefore require adoption by a vast majority of the miners to be 182
effective (Bonneau et al. 2015). While hard forks can be controversial in public blockchains, 183
as demonstrated by the split of the Ethereum blockchain into a hard forked main chain and 184
Ethereum Classic (ETC), this is less of an issue for private and consortium blockchains, in 185
which such a consensus is more easily found. 186

Many of these general technological challenges of blockchains are currently the focus of the 187
emerging body of research. As noted, our main interest is in the potential of blockchain technol- 188
ogy to enable a shift in BPM research. Our belief is vested both in the novel technological properties 189
discussed above and in the already available attempts of using blockchain technology in the defi- 190
nition and implementation of fundamentally novel business processes. We review these attempts 191
in the following. 192

2.2 Business Processes and Blockchain Technology 193

We are not the first to identify the application potential of blockchain technology to business pro- 194
cesses. In fact, several blockchains are currently adopted in various domains to facilitate the oper- 195
ation of new business processes. For example, Nofer et al. (2017) list applications in the financial 196
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Fig. 1. Supply chain scenario from Weber et al. (2016).

sector, including cryptocurrency transactions, securities trading and settlement, and insurance as197
well as nonfinancial applications, such as notary services, music distribution, and various services198
such as proof of existence, authenticity, or storage. Other works describe application scenarios199
involving blockchain technology in logistics and supply chain processes, for instance, in the agri-200
cultural sector (Staples et al. 2017).201

A proposal to support interorganizational processes through blockchain technology is described202
by Weber et al. (2016): large parts of the control flow and business logic of interorganizational203
business processes can be compiled from process models into smart contracts that ensure that the204
joint process is correctly executed. So-called trigger components allow the connection of these205
interorganizational process implementations to Web services and internal process implementa-206
tions. These triggers serve as a bridge between the blockchain and enterprise applications. The207
cryptocurrency concept enables the optional implementation of conditional payment and built-in208
escrow management at defined points within the process, when this is desired and feasible.209

To illustrate these capabilities, Figure 1 shows a simplified supply chain scenario, in which a210
bulk buyer orders goods from a manufacturer. The manufacturer, in turn, orders supplies through211
a middleman, which are sent from the supplier to the manufacturer via a special carrier. Without212
global monitoring, each participant has restricted visibility of the overall progress. This may very213
well be a basis for misunderstandings and shifting blame in cases of conflict. Model-driven ap-214
proaches, such as those proposed by García-Bañuelos et al. (2017) and Weber et al. (2016), produce215
code for smart contracts that implement the process (see Figure 2).216

If executed using smart contracts on a blockchain, typical barriers complicating the deployment217
of interorganizational processes can be removed. (i) The blockchain can serve as an immutable pub-218
lic ledger so that participants can review a trustworthy history of messages to pinpoint the source219
of an error. This means that all state-changing messages have to be recorded in the blockchain.220
(ii) Smart contracts can offer independent process monitoring from a global viewpoint such that221
only expected messages are accepted and only if they are sent from the player registered for the222

ACM Transactions on Management Information Systems, Vol. 9, No. 1, Article 4. Publication date: February 2018.
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Fig. 2. Smart contract snippet illustrating how code is generated from a BPMN model. It shows the imple-
mentation of function PlaceOrder from the above process model. This function is to be executed by the
manufacturer, which is checked in Line 6. Subsequently, we check to see whether the function is activated
in Line 7. If so, any custom task logic is executed and the activation of tasks is updated in Line 9. For more
details, see García-Bañuelos et al. (2017).

respective role in the process instance. (iii) Encryption can ensure that only the data that must be 223
visible is public while the remaining data is readable only for the process participants who require 224
it. 225

These capabilities demonstrate how blockchains can help organizations to implement and ex- 226
ecute business processes across organizational boundaries even if they cannot agree on a trusted 227
third party. This is a fundamental advance, because the core aspects of this technology enable sup- 228
port of enterprise collaborations going far beyond asset management, including the management 229
of entire supply chains, tracking food from source to consumption to increase safety, or sharing 230
personal health records in privacy-ensuring ways among medical service providers. 231

The technical realization of this advance is still nascent at this stage, although some early ef- 232
forts can be found in the literature. For example, smart contracts that enforce process execution 233
in a trustworthy way can be generated from BPMN process models (Weber et al. 2016) and from 234
domain-specific languages (Frantz and Nowostawski 2016). Further cost optimizations are pro- 235
posed by García-Bañuelos et al. (2017). Figure 2 shows a code excerpt that was generated by this 236
approach. In a closely related work, Hull et al. (2016) emphasize the affinity of artifact-centric 237
process specification (Cohn and Hull 2009; Marin et al. 2012) for blockchain execution. 238

Even at this stage, research on the benefits and potentials of blockchain technology is mixed with 239
studies that highlight or examine issues and challenges. For example, Norta (2015, 2016) discusses 240
ways to ensure secure negotiation and creation of smart contracts for Decentralized Autonomous 241
Organizations (DAOs), among others, in order to avoid attacks such as the DAO hack during which 242
approximately US$ 60 million was stolen. This, in turn, was remediated by a hard fork of the 243
Ethereum blockchain, which was controversial among the respective mining node operators and 244
resulted in a part of the public Ethereum network splintering off into the ETC network. This split, 245
in turn, caused major issues for the network in the medium term, allowing, among others, replay 246
attacks in which transactions from Ethereum can be replayed on ETC. A formal analysis of smart 247
contract participants using game theory and formal methods is conducted by Bigi et al. (2015). As 248
pointed out by Norta (2016), the assumption of perfect rationality underlying the game-theoretic 249
analysis is unlikely to hold for human participants. 250

These examples show that blockchain technology and its application to BPM are at an important 251
crossroad: technical realization issues blend with promising application scenarios; early implemen- 252
tations mix with unanticipated challenges. It is timely, therefore, for the scholarly community to 253
discuss open questions in broad and encompassing ways. We do so in the two sections that follow. 254
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3 BLOCKCHAIN TECHNOLOGY AND THE BPM LIFECYCLE255

In this section, we discuss blockchain in relation to the traditional BPM lifecycle (Dumas et al.256
2018), including the following phases: identification, discovery, analysis, redesign, implementa-257
tion, execution, monitoring, and adaptation. Using the traditional BPM lifecycle as a framework258
of reference allows us to discuss many incremental changes that blockchains might provide.259

3.1 Identification260

Process identification is concerned with the high-level description and evaluation of a company261
from a process-oriented perspective, thus connecting strategic alignment with process improve-262
ment. Currently, identification is mostly approached from an inward-looking perspective (Dumas263
et al. 2018). Blockchain technology adds another relevant perspective for evaluating high-level264
processes in terms of the implied strengths, weaknesses, opportunities, and threats. For example,265
how can a company systematically identify the most suitable processes for blockchains or the most266
threatened ones? Research is needed into how this perspective can be integrated into the identifi-267
cation phase. Because blockchains have affinity with the support of interorganizational processes,268
process identification may need to encompass not only the needs of one organization but broader269
known and even unknown partners.270

3.2 Discovery271

Process discovery refers to the collection of information about the current way a process oper-272
ates and its representation as an as-is process model. Currently, methods for process discovery are273
largely based on interviews, walkthroughs, and documentation analysis, complemented with au-274
tomated process discovery techniques over nonencrypted event logs generated by process-aware275
information systems (van der Aalst 2016). Blockchain technology defines new challenges for pro-276
cess discovery techniques: the information may be fragmented and encrypted, accounts and keys277
can change frequently, and payload data may be stored partly on-chain and partly off-chain. For278
example, how can a company discover an overall process from blockchain transactions when these279
might not be logically related to a process identifier? This fragmentation might require a repeated280
alignment of information from all relevant parties operating on the blockchain. Work on matching281
could represent a promising starting point to solve this problem (Cayoglu et al. 2014; Euzenat and282
Shvaiko 2013; Gal 2011). There is both the risk and opportunity of conducting process mining on283
blockchain data. An opportunity could involve establishing trust in how a process or a prospective284
business partner operates, while a risk is that other parties might be able to understand operational285
characteristics from blockchain transactions. There are also opportunities for reverse-engineering286
business processes, among others, from smart contracts.287

3.3 Analysis288

Process analysis refers to obtaining insights into issues relating to the way a business process289
currently operates. At present, the analysis of processes mostly builds on data that is available290
inside of organizations or from perceptions shared by internal and external process stakeholders291
(Dumas et al. 2018). Records of processes executed on the blockchain yield valuable information292
that can help to assess the caseload, durations, frequencies of paths, parties involved, and cor-293
relations between unencrypted data items. These pieces of information can be used to discover294
processes, detect deviations, and conduct root cause analysis (van der Aalst 2016), ranging from295
small groups of companies to an entire industry at large. The question is which effort is required296
to bring the available blockchain transaction data into a format that permits such analysis.297
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3.4 Redesign 298

Process redesign deals with the systematic improvement of a process. Currently, approaches such 299
as redesign heuristics build on the assumption that there are recurring patterns of how a pro- 300
cess can be improved (Vanwersch et al. 2016). Blockchain technology offers novel ways of im- 301
proving specific business processes or resolving specific problems. For instance, instead of involv- 302
ing a trustee to release a payment if an agreed condition is met, a buyer and a seller of a house 303
might agree on a smart contract instead. The question is where blockchains can be applied for 304
optimizing existing interactions and where new interaction patterns without a trusted central 305
party can be established, potentially drawing on insights from related research on Web service 306
interaction (Barros et al. 2005). A promising direction for developing blockchain-appropriate ab- 307
stractions and heuristics may come from data-aware workflows (Marin et al. 2012) and BPMN 308
choreography diagrams (Decker and Weske 2011). Both techniques combine two primary ingredi- 309
ents of blockchain, data and process, in a holistic manner that is well suited for top-down design 310
of cross-organizational processes. It might also be beneficial to formulate blockchain-specific re- 311
design heuristics that could mimic how Incoterms (Ramberg 2011) define standardized interactions 312
in international trade. Specific challenges for redesign include the joint engineering of blockchain 313
processes between all parties involved, an ongoing problem for choreography design. 314

3.5 Implementation 315

Process implementation refers to the procedure of transforming a to-be model into software com- 316
ponents executing the business process. Currently, business processes are often implemented us- 317
ing process-aware information systems or business process management systems inside single 318
organizations. In this context, the question is how the involved parties can make sure that the 319
implementation that they deploy on the blockchain supports their process as desired. Some of 320
the challenges regarding the transformation of a process model to blockchain artifacts are dis- 321
cussed by Weber et al. (2016). Several ideas from earlier work on choreography can be reused in 322
this new setting (Chopra et al. 2014; Decker and Weske 2011; Mendling and Hafner 2008; Telang 323
and Singh 2012; van der Aalst and Weske 2001; Weber et al. 2008). Note that choreographies have 324
not been adopted by industry to a large extent yet. Despite this, they are especially helpful in in- 325
terorganizational settings, where it is not possible to control and monitor a complete process in 326
a centralized fashion because of organizational borders (Breu et al. 2013). To verify that contracts 327
between choreography stakeholders have been fulfilled, a trust basis, which is not under control 328
of a particular party, needs to be established. Blockchains may serve to establish this kind of trust 329
between stakeholders. 330

An important engineering challenge on the implementation level is the identification and defi- 331
nition of abstractions for the design of blockchain-based business process execution. Libraries and 332
operations for engines are required, accompanied by modeling primitives and language extensions 333
of BPMN. Software patterns and anti-patterns will be helpful to engineers designing blockchain- 334
based processes. There is also a need for new approaches for quality assurance, correctness, and 335
verification, as well as for new corresponding correctness criteria. These can build on existing 336
notions of compliance (van der Aalst et al. 2008), reliability (Subramanian et al. 2008), quality of 337
services (Zeng et al. 2004), or data-aware workflow verification (Calvanese et al. 2013) but will 338
have to go further in terms of consistency and consideration of potential payments. Furthermore, 339
dynamic partner binding and rebinding is a challenge that requires attention. Process participants 340
will have to find partners, either manually or automatically, on dedicated marketplaces using ded- 341
icated look-up services. The property of inhabiting a certain role in a process might itself be a 342
tradable asset. For example, a supplier might auction off the role of shipper to the highest bidder 343
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as part of the process. Finally, as an increasing number of companies use blockchain, there will be a344
proliferation of smart contract templates available for use. Tools for finding templates appropriate345
for a given style of collaboration will be essential. All these characteristics emphasize the need for346
specific testing and verification approaches.347

3.6 Execution348

Execution refers to the instantiation of individual cases and their information-technological pro-349
cessing. Currently, such execution is facilitated by process-aware information systems or business350
process management systems (Dumas et al. 2018). For the actual execution of a process deployed351
on a blockchain following the method of Weber et al. (2016), several differences from the traditional352
ways exist. During the execution of an instance, messages between participants need to be passed353
as blockchain transactions to the smart contract; resulting messages need to be observed from the354
blocks in the blockchain. Both of these can be achieved by integrating blockchain technology di-355
rectly with existing enterprise systems or through the use of dedicated integration components,356
such as the triggers suggested by Weber et al. (2016). First prototypes, such as Caterpillar as a357
BPMS that builds on blockchains, are emerging (López-Pintado et al. 2017). The main challenge358
here involves ensuring correctness and security, especially when monetary assets are transferred359
using this technology.360

3.7 Monitoring361

Process monitoring refers to collecting events of process executions, displaying them in an un-362
derstandable way, and triggering alerts and escalation in cases in which undesired behavior is363
observed. At present, such process execution data is recorded by systems that support process ex-364
ecution (Dumas et al. 2018). First, we face issues in terms of data fragmentation and encryption,365
as in the analysis phase. For example, the data on the blockchain alone will likely not be enough366
to monitor the process and instead will require an integration with local off-chain data. Once such367
tracing is in place, the global view of the process can be monitored independently by each in-368
volved party. This provides a suitable basis for continuous conformance and compliance checking369
and monitoring of service-level agreements. Second, based on monitoring data exchanged via the370
blockchain, it is possible to verify if a process instance meets the original process model and the371
contractual obligations of all involved process stakeholders. For this, blockchain technology can be372
exploited to store the process execution data and handoffs between process participants. Notably,373
this is even possible without the usage of smart contracts, i.e., in a first-generation blockchain such374
as the one operated by Bitcoin (Prybila et al. 2017).375

3.8 Adaptation and Evolution376

Runtime adaptation refers to the concept of changing the process during execution. In traditional377
approaches, this can be achieved by allowing participants in a process to change the model during378
its execution (Reichert and Weber 2012). Interacting partners might take a defensive stance in379
order to avoid certain types of adaptation. As discussed by Weber et al. (2016), blockchain can be380
used to enforce conformance with the model so that participants can rely on the joint model being381
followed. In such a setting, adaptation is by default something to be avoided: if a participant can382
change the model, this could be used to gain an unfair advantage over the other participants. For383
instance, the rules of retrieving cryptocurrency from an escrow account could be changed or the384
terms of payment. In this setting, process adaptation must strictly adhere to defined paths for it,385
e.g., any change to a deployed smart contract may require a transaction signed by all participants.386
In contrast, the method proposed by Prybila et al. (2017) allows runtime adaptation, but assumes387
that relevant participants monitor the execution and react if a change is undesired.388
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If smart contracts enforce the process, there are also problems arising in relation to evolution: 389
new smart contracts need to be deployed to reflect changes to a new version of the process model. 390
Porting running instances from an old version to a new one would require effective coordina- 391
tion mechanisms involving all participants. Some challenges for choreographies are summarized 392
by Fdhila et al. (2015). 393

4 BLOCKCHAIN TECHNOLOGY AND BPM CAPABILITIES 394

There are also challenges and opportunities for BPM and blockchain technology beyond the clas- 395
sical BPM lifecycle. We refer to the BPM capability areas (Rosemann and vom Brocke 2015) beyond 396
the methodological support that we reflected above, including strategy, governance, information 397
technology, people, and culture. 398

4.1 Strategy 399

Strategic alignment refers to the active management of connections between organizational pri- 400
orities and business processes (Rosemann and vom Brocke 2015), which aims at facilitating ef- 401
fective actions to improve business performance. Currently, various approaches to BPM assume 402
that the corporate strategy is defined first and business processes are aligned with the respective 403
strategic imperatives (Dumas et al. 2018). Blockchain technology challenges these approaches to 404
strategic alignment. For many companies, blockchains define a potential threat to their core busi- 405
ness processes. For instance, the banking industry could see a major disintermediation based on 406
blockchain-based payment services (Guo and Liang 2016). Also, lock-in effects (Tassey 2000) might 407
deteriorate when, for example, the banking service is not the banking network itself anymore, but 408
only the interface to it. These developments could lead to business processes and business models 409
being under strong influence of technological innovations outside of companies. 410

4.2 Governance 411

BPM governance refers to appropriate and transparent accountability in terms of roles, respon- 412
sibilities, and decision processes for different BPM-related programs, projects, and operations 413
(Rosemann and vom Brocke 2015). At present, BPM as a management approach builds on the 414
explicit definition of BPM-related roles and responsibilities, with a focus on the internal oper- 415
ations of a company. Blockchain technology might move governance toward a more externally 416
oriented model of self-governance based on smart contracts. Research on corporate governance 417
investigates agency problems and mechanisms to provide effective incentives for intended behav- 418
ior (Shleifer and Vishny 1997). Smart contracts can be used to establish new governance models as 419
exemplified by the Decentralized Autonomous Organization (DAO).5 It is an important question 420
in how far this idea of the DAO can be extended toward reducing the agency problem of man- 421
agement discretion or eventually eliminate the need for management altogether. Furthermore, the 422
revolutionary change suggested by the DAO shows just how disruptive this technology can be and 423
whether similarly radical changes could apply to BPM. 424

4.3 Information Technology 425

BPM-related information technology subsumes all systems that support process execution, such 426
as process-aware information systems and business process management systems. These systems 427
typically assume central control over the process. 428

Blockchain technology enables novel ways of process execution, but several challenges in terms 429
of security and privacy have to be considered. While the visibility of encrypted data on a blockchain 430

5https://daohub.org.
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is restricted, it is up to the participants in the process to ensure that these mechanisms are used431
according to their confidentiality requirements. Some of these requirements are currently being432
investigated in the financial industry.6 Further challenges can be expected with the introduction433
of the General Data Protection Regulation.7 It is also not clear which new attack scenarios on434
blockchain networks might emerge (Hurlburt 2016). Therefore, guidelines for using private, public,435
or consortium-based blockchains are required (Mougayar 2016). It also has to be decided what436
types of smart contract and which cryptocurrency are allowed to be used in a corporate setting.437

4.4 People438

People in this context refers to all individuals, possibly in different roles, who engage with BPM439
(Rosemann and vom Brocke 2015). These are people who work as process analyst, process man-440
ager, process owner, or in other process-related roles. The roles of these individuals are shaped by441
skills in the area of management, business analysis, and requirements engineering. In this capa-442
bility area, the use of blockchain technology requires extensions of their skill sets. New required443
skills relate to partner and contract management, software engineering, and cryptography. Also,444
people have to be willing to design blockchain-based collaborations within the frame of existing445
regulations to enable adoption. This implies that research into blockchain-specific technology ac-446
ceptance is needed, extending the established technology acceptance model (Venkatesh et al. 2003).447

4.5 Culture448

Organizational culture is defined by the collective values of a group of people in an organiza-449
tion (Rosemann and vom Brocke 2015). BPM is discussed in relation to organizational culture (vom450
Brocke and Sinnl 2011) from a perspective that emphasizes an affinity with clan and hierarchy cul-451
ture (Štemberger et al. 2017). These cultural types are often found in the many companies that use452
BPM as an approach for documentation. Blockchains are likely to influence organizational culture453
to adopt a stronger emphasis on flexibility and an outward-looking perspective. In the competing454
values framework by Cameron and Quinn (2005), these aspects are associated with an adhocracy455
organizational culture. Furthermore, not only consequences of blockchain adoption have to be456
studied but also antecedents. These include organizational factors that facilitate early and suc-457
cessful adoption.458

5 SEVEN FUTURE RESEARCH DIRECTIONS459

Blockchains will fundamentally shift how we deal with transactions in general and, therefore, how460
organizations manage their business processes within their network. Our discussion of challenges461
in relation to the BPM lifecycle and beyond points to seven major future research directions. For462
some, we expect viable insights to emerge sooner, for others later. The order loosely reflects how463
soon such insights might appear.464

(1) Developing a diverse set of execution and monitoring systems on blockchains. Research in465
this area will have to demonstrate the feasibility of using blockchains for process-aware466
information systems. Among other factors, design science and algorithm engineering will467
be required here. Insights from software engineering and distributed systems will be in-468
formative.469

(2) Devising new methods for analysis and engineering business processes based on blockchain470
technology. Research in this topic area will have to investigate how blockchain-based471

6https://gendal.me/2016/04/05/introducing-r3-corda-a-distributed-ledger-designed-for-financial-services/.
7http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG.
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processes can be efficiently specified and deployed. Among other factors, formal research 472
methods and design science will be required to study this topic. Insights from software 473
engineering and database research will be informative here. 474

(3) Redesigning processes to leverage the opportunities granted by blockchains. Research in 475
this context will have to investigate how blockchains may allow reimagining specific pro- 476
cesses and the collaboration with external stakeholders. The whole area of choreogra- 477
phies may be revitalized by this technology. Among other factors, design science will be 478
required here. Insights from operations management and organizational science will be 479
informative. 480

(4) Defining appropriate methods for evolution and adaptation. Researchers in this area will 481
have to investigate the potential guarantees that can be made for certain types of evolu- 482
tion and adaptation. Among other factors, formal research methods will be required here. 483
Insights from theoretical computer science and verification will be informative. 484

(5) Developing techniques for identifying, discovering, and analyzing relevant processes for 485
the adoption of blockchain technology. Researchers will have to investigate which char- 486
acteristics of blockchain as a technology best meet requirements of specific processes. 487
Among other factors, empirical research methods and design science will be required. 488
Insights from management science and innovation research will be informative here. 489

(6) Understanding the impact on strategy and governance of blockchains, in particular, regard- 490
ing new business and governance models enabled by revolutionary innovation based on 491
blockchains. Researchers in this topic area will have to study which processes in an enter- 492
prise setting could be organized differently using blockchains and what consequences this 493
brings. Among other factors, empirical research methods will be required to investigate 494
this topic. Insights from organizational science and business research will be informative. 495

(7) Investigating the culture shift toward openness in the management and execution of busi- 496
ness processes, and on hiring as well as upskilling people, as needed. Researchers in this 497
topic area will have to investigate how corporate culture changes with the introduction 498
of blockchains and how far this differs from the adoption of other technologies. Among 499
other factors, empirical methods will be required for research in this area. Insights from 500
organizational science and business research will be informative. 501

The BPM and Information Systems communities have a unique opportunity to help shape this 502
fundamental shift toward a distributed, trustworthy infrastructure to promote interorganizational 503
processes. With this article, we aim to provide clarity, focus, and impetus for the research chal- 504
lenges that are upon us. 505
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